


NETOPIA FIREWALL COMPLIANCE

TexHn4Yeckoe peLleHmne KOHTpONa OOCTYNOB B CETEBOW MHOPACTPYKType

OCHOBHble NOTPeBbHOCTM 3aKa3umkKa:

+ CeTeBOe 060pyaNoOBaHNE pasHbIX MPOM3BOAMTENEN, KAK OTEUECTBEHHbIX, TaK U 3apyBeXHbIX.

HeT egmnHoro normndyeckoro koHtpons ACL;
* TpeboBaHua perynatopoB PO 0 HaNnUumMm CUCTEM KOHTPONS JOCTyNa K KNtoYeBbIM MHOOPMALMOHHbBIM pecypcam;
«  Busyanusaums tononorum (Kapta ceTu), NOCTPOEHHOM Ha OCHOBE CPeCcTB MapLlpyTM3aumnm n dunstpaunmn (MC3I);
* [lproputesauns akTMBOB CceTU N GOPMMPOBAHNE MOAENN NOTEHUNANBHOIO HAPYLUMTENS, OLEHKa BO3MOXHOIO BIUSHUY;
«  @OOpMUPOBAHME N UCNOSTHEHME COBCTBEHHbLIX CTaHOAPTOB NO 6€30NaCHOMY KOHPUIYPUPOBAHUIO CETEBbLIX YCTPOWCTB;

« CokpalleHne ob6beMoB npaeui goctyna B ACL 6e3 BIUSHMS Ha CyLLeCTBYoLWME pa3speLleHms

M 3anpeTbl (aHaJ'Il/ITl/IKa n OI'ITl/IMl/I3aLI,l/I9I>,'

* [lonck QOCTOMHOM anbTepHaTUBLI pelueHnn knacca Firewall Management, yweguwmnx ¢ poiHka PO

nnnm npekKkpaTmneLUMNX CylecCtBoBaHMe
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[ilpeuMyLlecTBa

[Noopepxka ceteBoro obopynoBanua Positive Technologies, Eltex, KoHTnHeHT, ViPNet, C-Teppa, UserGate;
beclloBHasa MHTerpaumsa co ckaHepamu 6esonacHoctn PT MaxPatrol 8 n MaxPatrol VM gns noctpoeHus
NOTEHUMaNbHbIX BEKTOPOB aTak;

OTkpbiTas (koppekTupyeMas) mogesnb «Jlyumx MpakTuk» Ona npoBepKu CTpoK KoHGurypaumm MC3 un
MapLUpyTU3aTOPOB;

BcTpoeHHasa nogcuctemMa cosfgaHma n o6paboTkm 3a9BOK Ha OOCTYN, aBTOMaTU3NPOBAHHOE BHECEHME
n3MeHeHun (ONs psaaa ycTpowmcTs);

PeweHne Netopia FC B PoccnnckoM peecTpe nporpammHoro obecnedenusa ¢ 2023 roga
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3amewaemoe 1O o1 3apybeXxHbIX
npoussoguTenen

tufin Qaigosec Ssrevmox
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JinueHsnpoBaHue

Kaxobi nocnenylowmm Mogynb norndyeckn gobasngaertca K npegbigywemMy (no notpebHocTn)

Network
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Firewall
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Change
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[pOCMOTp U3MEHEHUN KOHbUTYpaLUnm
AHanm3 6e30nacHOCTN KOHGUrypaumm
CeTteBag TONONOrNs N Kaptorpadums

3anpockl 1 OTOBpaXxeHue nyTen NpoxoxaeHus Tpadmka
Ananus ACL, ontummzaums 6a3 npasmn MC3
AHanuTmMka no 0o6aBNeHMNIo/N3MEHEHMIO NPaBU U OOBbEKTOB

BcTpoeHHas noacmMcTemMa UCMONMHEHUS 389BOK Ha JOCTYN
BHeceHne nsmeHeHnn B ACL ang psaga ycTpomncTs
NHTerpaumsa co cTopoHHuMn cuctemamm (ITSM, Service Desk)

Bbirpy3ka OaHHbIX M3 CKaHepoB 6€30MacHOCTU
MocTpoeHne NpUoOpPUTETOR ONs CETEBbIX aKTUBOB
AHanms NoTeHUMasnbHbIX BEKTOPOB aTak

Mo KONUYECTBY MapLUpPYTU3UPYIOLLNX YCTPOMCTB

Mo KONMMYeCTBY MEXCEeTeBbIX 3KPaHOB
(1 MapLUpYTU3aTOPOB C BKIOYEHHbIM ACL)

Mo KONMYECTBY MeXCeTEBbIX 9KpaHOB, AN KOTOPbIX
MMaHMpyeTCs BHECEHNE M3MEHEHWNI
B NpaBumna gocTtyna

Mo KONMYECTBY MeXCeTeBbIX 3KPaHOB, A/ KOTOPbIX
NNaHNpyeTCca BHECEHNE U3MEHEeHNI
B NpaBua gocTyna
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KOHTAaKTbI

@ MockBa
115114, 1-n depbeHeBckum nep., 5 bl «[JepbeHerckad lNnasa»

CaHkT-lleTepbypr
190000, AHrnunmnckaa HabepexHas, 70
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@ KasaHb
420015, Kapna Mapkca 7/

+7 (495) 662 39 66
marketing@netwell.ru
info@netwell.ru
netwell.ru
Telegram-kaHan
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